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3. WM

3.1. YouswaplnviteV1 §AEERXMERE [1EiT)

BT 24T : YouswaplnviteVl §ARBEX A MEREFRITRE. SAPE

RRIRBER library REAREAEE, BIHBRDUGRE D,

/**

*Submitted for verification at Etherscan.io on 2021-03-17

*/

// SPDX-License-Identifier: MIT

pragma solidity 0.7.4;

library ErrorCode {
/knownsec// MR AL 1R {1l iy TH6E 22 7 i

string constant FORBIDDEN = "YouSwap:FORBIDDEN';

string constant IDENTICAL ADDRESSES = "YouSwap:IDENTICAL ADDRESSES';
string constant ZERO_ADDRESS = 'YouSwap:ZERO_ADDRESS';

string constant INVALID ADDRESSES = "YouSwap:INVALID ADDRESSES';

string constant BALANCE INSUFFICIENT = "YouSwap:BALANCE INSUFFICIENT';
String constant REWARDTOTAL LESS THAN REWARDPROVIDE

"YouSwap:REWARDTOTAL LESS THAN REWARDPROVIDE';
string constant PARAMETER TOO _LONG = "YouSwap:PARAMETER TOO_LONG';

string constant REGISTERED = "YouSwap:REGISTERED';

interface IYouswaplnviteV1 {

-11 -
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struct Userlnfo {
address upper;// |- %
address[] lowers;// 2%

uint256 startBlock;// 81555
event InviteV1(address indexed owner, address indexed upper, uint256 indexed height),// %
IBAHIHIL, BF A AT B R
function inviteCount() external view returns (uint256);//8 15 N £
function inviteUpperl (address) external view returns (address);// | &g
function inviteUpper2(address) external view returns (address, address);// |- iF
function inviteLower 1 (address) external view returns (address[].memory),// %1%

function inviteLower2(address). external view returns (address[] memory, address[]

memory);// F K15
function inviteLower2Count(address) external view returns (uint256, uint256),// F %15
function register().external returns (bool), /)7L & IFHEF
function acceptInvitation(address) external returns (bool);//7E & 17 HK 7

function inviteBatch(address[] memory) external returns (uint, uint),///EHE1FHKZF: A

contract YouswaplnviteV1 is IYouswaplInviteV1 {

-12-
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address public constant ZERO = address(0);
uint256 public startBlock;
address[] public inviteUserInfoV1;

mapping(address => UserInfo) public inviteUserInfoV2;

constructor () {

startBlock = block.number;

/

REBW : T,

3.2. YouswaplnviteV1 &% register eR¥ [15i7)

Bt 947 : YouswaplnviteVl 54M register R EMAAER.

/knownsec// JEHF

function register() override external returns (bool) {

Userlnfo storage user = inviteUserInfoV2[tx.origin], //knownsec// 1 2] Il N 1

BIg N G6, IRFE G TN A1

z

require(0 == user.startBlock, ErrorCode.REGISTERED); //knownsec// /177
user.upper =ZERQ; lkmownsec// g N - 2%

userstartBlock = block.number; //knownsec// #3771 MK i A 451X HeE
inviteUserInfoV1.push(tx.origin); //knownsec// 502 S d i} 75 A i A 217

emit InviteVI1(tx.origin, user.upper, user.startBlock),

return true;

/

REBW : T,

-13-
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3.3. YouswaplInviteV1 &% acceptInvitation BR¥{ [1Ei ]
BT 47 :YouswaplnviteVl & 28 acceptinvitation &£ TIEYFS E Hb 3t

WiE, BIEEHIRE N ECHERRE, B LREEbI AT, NEHA L

ZputFIEMAAER.

/knownsec// 157 |G
function acceptlnvitation(address _inviter) override external returns (bool) {
require(msg.sender != _inviter, ErrorCode.FORBIDDEN); //knownsee// >5[ (]
+45

UserInfo storage user = inviteUserInfoV2[msg.sender]; //knownsechl LI i A /1

require(0 == user.startBlock, ErrorCode.REGISTERED), Wkiownsecll A/ /7 7

UserInfo storage upper = inviteUserInfoV2[ .inviter]; Mmownsec// 1EHCEE NI /5

Eing

if (0 == upper.startBlock) {
upper.upper = ZERQ; //knowusecl/ 15N EHINICR H 12y 0 1)
/fknownsec// \FEMH /7
upper.startBlock = block.number,

inviteUserInfoV 1. push(_inviter);

emit InviteV1(_inviter, upper.upper, upper.startBlock);
7
userupper = _inviter; //knownsec// 1R T L 12 g A )
upper.lowers.push(msg.sender); //knownsec// JF /1 7517 A 15 N 22000121 7
/fknownsec// JEHIH ST
user.startBlock = block.number;

inviteUserInfoV1.push(msg.sender);

emit InviteV1(msg.sender, user.upper, user.startBlock);

-14-
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return true;

/

ZEEW : T,
3.4. YouswaplnviteV1 &%) inviteBatch eq#{ [1#37 ]

BT : YouswaplinviteV1l 29K inviteBatch IE ATt EEIBE TR,

/fknownsec// #LEEIE R
function inviteBatch(address[] memory _invitees) override external returns (uint, uint) {
uint len = _invitees.length;
require(len <= 100, ErrorCode.PARAMETER _TOO LONG); //lnownsec// 71l #1547
i IR

UserInfo storage user = inviteUserInfoV2[msg.sender]; Wmovwnsec// EEI 1 711 77

/knownsec// RIEMIH Y Hr7E I &

if (0 == userstartBlock) {
user.upper = ZERO;
user.startBlock= block.number;
inviteUserInfoV 1. push(msg.sender);
emit InviteV1(msg.sender, user.upper, user.startBlock),

A

uint count = 0;

Sor (uint i = 0;0< len; i++) { //knownsec// 7)) i &5 K 7
if ((address(0) |= _invitees[i]) && (msg.sender != _invitees[i])) { //knownsec// 1~

i H

Userlnfo storage lower = inviteUserInfoV2[ invitees[i]]; //knownsec// £
Fi M IFAN 56
if (0 == lower.startBlock) {
lower.upper = msg.sender; //lnownsec// 1% & |2 X 7
lower.startBlock = block.number; //knownsec// 1% Ef /X D5

userlowers.push(_invitees[i]); //knownsec// 1717515 N |77

-15-
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inviteUserInfoV1.push(_invitees[i]),; //knownsec// 1717/ /1 /7 217

count+-+;

emit InviteV1(_invitees[i], msg.sender, lower.startBlock),

return (len, count);

/

ZEEBWN: L.
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REBW : T,

4.2, U&KH [ET)
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REBW : T,
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ZEEW : T,
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Manticore 27T —MaE M LTREM— AT 24 EVM FHHHBAJ Python
API,

7.2 Oyente
Oyente E—PMERESADTITE, Oyente oJ ARG E LS AT E ILEY
bug, Lb#nreentrancy. EEHFREIFES. EHEMNR, Oyente it EIELE
By, Pt SR AT USIFEAENECHRNEE, MEEMNNEG
ATEEXMEM.
7.3 securify.sh
Securify I IUEIEMUAKIFE SN E NNL SR, BN 5EL AR i
AR, EEEEMHBER D TRFE JEMNMITERRE, 1o, Securify if
BRATHEERBNEEIES, XF Securify RETSFERT 35T M BT M9 L4 M F1H Ath
o] S2 14 [a) R
7.4 Echidna
Echidna @ — A7 Xt EVM A TN i THAY Haskell £
7.5 MAIAN

MAIAN E—PMHTFEHRMUKITEREEARENESIMLIR, Maian 4325
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AMFHE, HFERBEI—RIRZH M FHIAER.
7.6 ethersplay
ethersplay —> EVM RiL%w=s, HHPEETHXITIA.
7.7 ida-evm
ida-evm B—PEXARTIEIAL (EVM) A9 IDA 4b3E=5451R,
7.8 Remix-ide

Remix B—HKET X a4 =3 IDE, ik R Solidity 1IBSME
KRB EAFIERIZ S .
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